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Abstract. The relevance of the study is dictated by the introduction of digitalization
in all spheres of human life, and timely protection of information and personal data
of citizens in the first place. The objective of the study was the need to transform the
methods and approaches of information protection during its transmission, creation
and storage. Methodological arsenal of the study is presented by scientific methods
of cognition of the studied phenomenon content, the structuring of its components
and the system of generalization, and analysis of the causal relationship between the
visualization functionality and information security of management decisions. The
author analyzed the main virtualization technologies for digital business transformation
and concluded that there is the need to improve the legal framework in this area. The
significance of this article lies in the fact that the use of the virtualization method will
increase the level of business security with minimal losses. Current GOST R 56938-2016
"Information protection when using virtualization technologies" does not fully reflect the
issues of information protection in terms of its visualization, which leads to the need to
improve the legal framework when using virtualization technologies for data protection.
It is essential to pay special attention to cloud storage, collaboration and communication
services, remote project management programs, cybersecurity solutions, and CRM
systems. This is particularly relevant today during the emergence of virtual workplaces
and transferring employees to remote work from home.
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AHHoTaumA. AKTyanbHOCTb UCCNe0BaHMA NPOANKTOBaHA BHeApeHWeM LndpoBmu3aLLmMmn Bo
BCe chepbl KMU3HeOeATENbHOCTM Ntoel, CBOEBPEMEHHOW 3aLUuTbl MHGOPMaLMK, U B NEPBYIO
oy4epefpb NepcoHasbHbIX AaHHbIX FparmaaH. 3aaayeit NpoBeAeHHO0 UCCef0BaHNA NOCYHMIa
HeobxoaMMOCTb NpeobpasoBaHNA MeTOOO0B M NOAXOA0B 3alUMThl MHPOpPMaLUK MNpu ee
nepefayu, co3faHuu 1 XpaHeHun. MeToanYecKkuin apceHan NpoBefeHHOr0 UCCNeA0BaHUA
npeacTaBneH obLieHay4YHbIMU MeTo[aMU MO3HaHMA CYTU U COLEpPrKaHWA U3yvyaeMoro
ABNIEHUA, CTPYKTYPUPOBAHMUA COCTaBNAOLLUX Er0 3/IEMEHTOB U X CUCTEMHOIO 0606LLEeHNA,
aHanm3a NpUYNHHO-CIEACTBEHHOM CBA3M MeXay GpyHKLIMOHANIOM BU3Yyanu3auum 1 3aLimMTon
MHOPMaLMOHHOI0 06ecrneveHUs NPUHUMaEMbIX YNpaBeHYeCKMX peLLeHnin. B npeactaBneHHowm
cTaTbe paccMOTpeHbl NpobaeMbl MPUMEHEHUA TEXHOOMUM BUPTYanusauum ona umdposoi
TpaHcbopMaumum b6usHeca - 3awWMTbl KoHOMAeHLMaNbHOU UHPOopMauuu. ABTopamu
NpoaHanM3npoBaHbl OCHOBHbIE TEXHOSIOMMW BUPTyanu3aummn onqa uudposor TpaHchopMaLmm
6u3Heca M cenaH BbiIBo4 0 HEOOXOAMMOCTU COBEPLUEHCTBOBAHUA HOPMAaTUBHO-MPaBOBOM
6a3bl B JaHHOM 06/1aCcTW. 3HAYMMOCTb HACTOALLLEN CTaTbU 3aK/TI04AETCA B TOM, YTO NMPUMEHEHME
MeTofa BUPTYyanu3aLum No3BosInT NoBbICUTb YPOBEHb 6e30MacHOCTM 61U3Heca C MUHUMASbHLIMM
notepamu. Hevicteylowmin TOCT P 56938-2016 «3awumta uHbopMaLmm npu UCnonb3oBaHUK
TEXHOMOIMI BUPTyann3aLmMmn» He B MOJSIHOM Mepe OoTparKaeT BONPOCh! 3aLuThl MHGOPMaLUK
B YC/IOBUAX ee BM3yanusauuu, Yto NpMBOAUT K HEOOXOAMMOCTU COBEPLUEHCTBOBAHWUA
HOPMaTMBHO-NPaBOBOI 6a3bl NMPW UCMONb30BaHUN TEXHOSIOMUIA BUPTYanu3aLmm Ans 3aLiuThl
nHdopMaLmm. Ocoboe BHUMaHKWE NpuY 3TOM CrieflyeT yaenuTb 0651a4HbIM XpaHUMLLLAM, CepBUCaM
O COBMECTHOM paboTbl U 06LLeHUsA, NporpaMMam [fA yAaNeHHOro YNpaBieHUs NpoeKTamu,
pelleHuAM B obnactu KubepbesonacHocTu, CRM-cucteMam. Bce 310 0cobeHHO aKTyanbHO
cerofHs, B nepuopn nosBfeHUA BUPTyasibHbIX paboumx MecT u nepeBoaa paboTHUKOB Ha
OUCTaHLMOHHbBIN PEXUM paboTbl.

KnioueBble cnoBa: uudposas TpaHchopMaumA br3Heca, KOHGUAEHUMANBHOCTb, BU3HEC, YA3BUMOCTS,
nHdopMaLmA, 6e30NacHOCTb, BUPTyanu3auma
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Introduction

he dissemination of confidential informa-
tion increases the risk of vulnerability of
the business primarily in the information
security system of the organization, in particular
for unauthorized access to the intellectual prop-
erty of the organization. To improve the security
of confidential business information, a set of or-
ganizational and legal initiatives is proposed, in

particular, the use of virtualization technology
and the improvement of regulatory legislation
on the protection of confidential information of
the organization.

The relevance of the issues of protecting con-
fidential business information is due to the rapid
development of information technologies, the
digitization of many business processes, and au-
tomation of business technology modelling. The
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